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Insurers’ stock 
valuations to be driven 
by technology IP
Insurers must bring technology expertise in-house rather than 
rely on vendors, delegates at IIS Global Insurance Forum told

Scott Vincent
Editor, news services

Future insurance company stock 
values could be driven by the 
amount of in-house intellectu-
al property (IP) a company can 

amass from its technology investments, 
according to panellists at the Interna-
tional Insurance Society’s Global Insur-
ance Forum.

Without swift action, though, disrup-
tors are likely to step in and potentially 
give insurers their own “Kodak mo-
ment”, delegates were warned.

At a panel discussion focused on the 
implications of insurtech for the indus-
try, Reza Khorshidi, chief scientist at 
A , said artificial intelligence A  and 
the internet of things were at the core of 
where the industry needed to make in-
vestments. The development of AI could 
help shift the industry from its present 
role as claims payer to a wider mitiga-
tion service, he said. 

“Insurers should see future stock val-
ues as being driven by the amount of IP 
they have,” Khorshidi said. “There is a 
consensus within the industry that AI 
can help insurance. However, insur-
ance companies need their own AI tal-
ent to develop their own expertise.

“Relying on vendors may become a 
competitive risk,” he added. 

Matteo Carbone, founder and di-
rector of the Connected Insurance 
Observatory, said advancements in 
technology provided the industry with 
the potential tools to move from a loss 
reimbursement mentality to providing 
a broader solution to customers. 

“I believe one of the largest oppor-
tunities is to use AI to sell insurance to 

close the protection gap. It’s not a case 
of being more efficient, but rather to be 
more effective,  arbone said.

“This could provide a tool that  
does the same job as a good agent, for 
types of cover that are not compulsory,” 
he added.

Chris Wei, global chairman at Aviva 
Digital, warned the industry had only 
a limited timeframe to develop tech-
nological solutions before disruptors 
emerge. “Large incumbent digital play-
ers are wading into our space.

“I’ve told our executive team we’ve 
got two years to sort this out,” he said. 
“If we are not fast enough, we will  
be disrupted. There will be a ‘Kodak 
moment’.”

Next generation of insurance leaders 
‘needs to start taking over now’
The next generation of industry leaders 
should start taking over now ahead of 
the expected mass retirement of staff, 
which will see an exodus of talent from 
the industry over the next decade, del-
egates at the International Insurance 
Society’s Global Insurance Forum were 
warned, writes Scott Vincent.

Zachary Brown, principal and port-
folio manager at consultancy firm 
Milliman, said the industry needed to 
recognise the importance of succes-
sion. “The average age of an insurance 
agent in the US is 59. A recent McKinsey 
study suggested 25% of the insurance 
industry will retire in the next couple of 
years. Take the next generation of lead-
ers and get them to start taking over 
now,” he said.

Brown was speaking during a pan-
el discussion in which the need to im-
prove the industry’s recruitment drive 

was a recurring theme. “Insurance is 
still not that popular a field for gradu-
ates. People want to change the world 
and they associate that with technol-
ogy companies. However, in terms of 
changing the world, insurance beats 
that hands down,” he said.

Dawn Miller, president and chief 
executive at Axa Insurance, said the 
industry needed to do more to attract 
the best graduates, pointing out bank-
ing and consulting still attracted more 
talent coming out of university than 
insurance. “We really need to push the 
message out. Insurance is everywhere 
around us – how could you resist an 
industry that brings such possibility?” 
she said.

Panellists said individual compa-
nies needed to take more responsibil-
ity and do more to engage and retain 
talented individuals. 

“Who starts the conversation about 
career development? My call to action 
is for a company to be driving that,” 

onica igleanu, senior financial lines 
underwriter at Beazley, said.

“When there is a dilemma between 
a chicken and an egg, rather than wait  
for an employee to come to you, the 
company should initiate the conversa-
tion,” she added.

Clemens Philippi, regional manager 
for market management at Allianz Asia, 
suggested insurers could use tools such 
as their own intranets to help engage 
talented individuals. “The intranet can 
be refocused to make it more like social 
media,” he said.

“Employees can share experiences 
and work together through the plat-
form, and both give and receive likes. 
This will be popular particularly with 
millennials but also older employees.”

‘There is a consensus within the industry 
that AI can help insurance. However, 
insurance companies need their own AI 
talent to develop their own expertise’
Reza Khorshidi 
AIG



NEWS
www.insuranceday.com | Thursday 20 July 2017 3

International cyber event 
cost ‘could far exceed $120bn’
Major loss could surpass the 
upper range suggested in recent 
Lloyd’s report

Scott Vincent
Editor, news services

Economic losses from a 
major cyber attack could 
far exceed the $120bn 
figure estimated by a 

Lloyd’s report earlier this week, 
delegates at the nternational n-
surance Society’s annual Global 
nsurance Forum were told.

Panellists at the event warned 
the loyd s figure was far too 
low , given the potential scale of 
economic disruption a major at-
tack could cause.

Michael Bahar, a partner at 
Eversheds Sunderland, who pre-
viously worked as a legal adviser 
to the National Security Council 
at the White House, said a major 
international cyber event could 
quickly eclipse bn  in a 

number of scenarios.
n a report published this 

week, loyd s suggested an ex-
treme cloud service disruption 
scenario could give rise to losses 
as high as . bn. 

For emerging technologies such 
as autonomous vehicles, Bahar 
said even a small change to the 
way software operates could cause 
economic losses of this magnitude.

e warned of potential blind 
spots  when assessing cyber risk, 
which could leave companies ex-
posed without them realising it.

Even if you have your own 
house in order, you are likely to 
be dependent on a supply chain. 
There will be multiple compo-
nents built into that supply chain 
and it will be a case of making 
sure these are in order,  he said.

ahar suggested one possible 
solution would be to insist every-
one in the supply chain had cy-
ber insurance.  e also also cited 
a requirement being introduced 
in New York state, which calls on 
firms to survey all third-party 
vendors or clients that may have 
access to their data to ensure it 
is protected.

A cyber attack will include 
both immediate costs and a 
slow burn  impact. mmediate 

costs would include up-front 
forensics, legal support and get-
ting the business back up and 
running. he slow burn impact 
would include damage to share 
price, reputational impact and 
any loss of revenue through cus-
tomer churn.

he costs associated with the 
slow burn can significantly ex-
ceed the cost of the initial event,” 
said Matthew Martindale, direc-
tor for cyber security at P . 

Peter Hacker, co-founder of 
Distinction Global, said the ex-
tent to which values are now 
driven by intangible assets such 
as reputation and intellectual 
property meant he also believed 
the bn figure was likely to 
be too low.

Hacker said he believed it was 
only a matter of time  before a 

successful directors  and officers  
liability claim was made against 
board members as a result of a 
cyber breach or security issue. 
A lot of boards think this is still 

a security member, but every 
board member has a duty of care 
to make sure the right set of skills 
are on that board,  he said.

Jimaan Sane, international un-
derwriter at Beazley, said there 
had been a shift in engagement 
among clients when buying cy-
ber policies.

Around five years ago it was 
mainly an information technol-
ogy employee presenting the 
risk and talking about the con-
trols a company has in place,” 

ane said. hen we are looking 
to understand the risk and the 
business as a whole, we need 
that articulated.

ow we are seeing more of a 
joint effort  it might be the chief 
financial officer or legal depart-
ment, presenting the risk along-
side the  employee.

t has to come from the top. 
There are many functions within 
the business that have a role to 
play,  he added. 

Novae: cyber market must 
evolve as product ‘no longer 
a competitive advantage’

yber expertise is no longer a 
competitive advantage for in-
surers but a licence to trade , 
according to an rueman, chief 
innovation officer at ovae, 
writes Scott Vincent.

Trueman told Insurance Day 
most forward-thinking insurers 
were now starting to enhance 
their cyber capabilities but 
warned the talent pool for cyber 
risks remains relatively small.

here is a need to look out-
side the industry. For some of the 
unique challenges cyber pres-
ents to the industry, you need a 
multi-disciplinary blend of both 
underwriting and other skills.

Trueman, who co-authored a 
KPMG report that was released 
last week and focused on the 
next steps for the industry in 
creating solutions for cyber 
risks, said one of the challenges 
was the lack of expertise at lead-
ership levels.

here is a relatively limited 
talent pool, and broadly speak-

Trueman called on the industry 
to consider cyber as more than a 
professional lines class, and ex-
pand the focus beyond the prod-
uct itself. e forget customers 
want us to lead with much more 
than that,  he said, citing the im-
portance of education and having 
market-leading response crisis 
management teams in place.

Paul Merrey, partner in the 
global strategy group at P , 
said the majority of cyber insur-
ers were still focused on privacy 
breach, which he described as 
the tip of the iceberg .

here is an increasing blur-
ring of boundaries between prod-
uct lines, with intangible assets 
an increasing focus,  said errey. 

At the moment, cyber risks 
are relatively well understood 
by company boards, but it is less 
clear the extent to which insur-
ers and brokers have articulated 
solutions which can mitigate that 
risk. ore insurance solutions 
need to evolve.

ing that talent is not at leadership 
levels,  he said.

One of the recommendations 
of the P  report was for firms 
to create a cyber centre of ex-
cellence” that sits at the heart of 
product offerings, both for exist-
ing and new products.

owever, there are relatively 
few people that have been doing 
it long enough and who are at a 
senior-enough level to create a po-
sition where that centre of excel-
lence can be put in place,  he said.

‘There is a need to look 
outside the industry. 
For some of the unique 
challenges cyber 
presents to the industry, 
you need a multi-
disciplinary blend of 
both underwriting and 
other skills’

Dan Trueman
Novae

International cyber: a 
major attack could cost 

far more than estimated 
figures in this week’s 

Lloyd’s report
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The soft market means underwriting 
controls are more important than ever

All controls need to be in place and checked for effectiveness as there is no margin for error

Jamie Crookenden
Riskscheck.co.uk

In an uncertain world, those 
of us in the current insurance 
market can be certain we are 
living in a soft market.  We 

know this as we live in an envi-
ronment of reducing insurance 
premiums, broader coverage, 
increased capacity, competition 
between insurers and reduced 
underwriting criteria.

The “cycle” has been a regular 
feature of our insurance world, 
which reflects quite an efficient 
economic supply and demand 
model; we supply more capaci-
ty in response to low losses and 
increased returns and this ca-
pacity burns up in response to 
losses and better returns else-
where. Combine this model with 
improved risk management and 
losses in the businesses that we 
protect and the upward pressures 
are reduced, which means the 
soft or downward cycle predom-
inates. Profits may be made as 
the underlying rates of attrition-
al loss reduce and in some cases 
as reserves are raided. Combine 
this with the absence of major 
catastrophe losses and London 
benefits from the catastrophe re-
insurance it specialises in.

Insurers, including Lloyd’s, are 
increasingly focusing on gener-
alised classes of business that 
may lend themselves to being 
treated as commodities in homo-
geneous groups that appear to 
require less underwriting exper-
tise and more actuarial analysis 
of numbers. The London market, 
with Lloyd’s at its core, has gener-
ally focused on specialist classes, 
such as upstream energy, war, 
marine hull, bankers’ bonds, in-
dustrial property.

It looks like the commoditisa-
tion may be applied to special-
ised classes. The key element of 
this process is the reduction in 
reliance on the expertise, judge-
ment and control of the special-
ist underwriter. An example is 
the facilities being placed by 
brokers and supported by some 
underwriters where they give 

full authority to the broker, 
sometimes with minimal input 
by the leader, to bind several or 
many classes of business. Multi-
year policies with minimal or no 
review at yearly anniversaries 
and all the other hallmarks of a 
soft market can be characteris-
tics of commodity underwriting.

Underwriting controls

Lloyd’s publishes criteria for good 
control of underwriting. Pre-
vention controls, such as under-
writing guidelines, come under 
most pressure in a soft market. 
Management may feel the need 
for income and allow wider cri-
teria for underwriters to accept 
what would have been margin-
al or even unacceptable risk in 
previous years. These can in-
clude vague business plans, min-
imal underwriting procedures or 
class-specific underwriting guide-

lines, lack of effective pricing 
models and a loose approach to 
contract certainty and wordings. 
The downwards spiral has thrived 
in this environment.

The focus remains on con-
duct risk (“treating customers 
fairly”) and regulatory issues 
such as these have become high- 
profile and carry heavy penalties 
for failure to comply. There is 
also focus on detection controls; 
witness the rise of risk manage-
ment and internal audit and few 
would argue against the need 
for follow-ups to ensure controls 
are complied with and effective.  
However, the potentially weak 
areas, in my experience, lie in 
effective exception reporting and 
lack of or ineffective indepen-
dent review. 

It is more than 30 years since 
computer systems were intro-
duced but we still lack the defin-

itive system (and may always do 
so), and one major area of weak-
ness is in being able to provide 
effective exception reporting. 

This is not only a constraint of 
systems themselves but also in-
herent in the difficulty of defining 
all levels of authority and control 
in simple system terms and with-
in the constraints of the available 
fields in a system. For example, 
an underwriter may have differ-
ent levels of authority for classes 
that share the same risk or other 
system code but the lowest limit 
needs to be input causing unnec-
essary exceptions in reports. 

Exception reporting and fol-
low-up is a key control that can 
alert management and underwrit-
ers to problems before they occur. 
It is likely to be a control that needs 
improvement in most organisa-
tions and is doubly important at 
this time of looser controls.

Lloyd’s is the only insurance 
organisation I am aware of that 
recommends independent re-
view but even within Lloyd’s this 
is not mandatory and is met by 
differing methods with varying 
review criteria and quality of 
reviews. However, this is a use-
ful check for underwriting man-
agement, giving them insight 
into whether their underwriting 
complies with the agreed strategy 
and also a sense check from ex-
perienced former underwriters 
that the strategy and underwrit-
ing is sound.

Hard markets are usually a 
response to losses and as things 
improve, management teams 
focus more on controls over un-
derwriting. Often, this is shutting 
the stable door after the horse 
has bolted and perversely may be 
when the margin for error is larg-
er than ever. The time to focus on 
controls over underwriting is in 
soft markets, when margins are 
thin and becoming non-existent 
in some cases. It is during the soft 
market that there is no margin for 
error and all controls need to be 
in place and checked for effective-
ness as they help to protect insur-
ers’ bottom line. n

     
Jamie Crookenden is a director of 
Riskscheck.co.uk and is a former 
marine and energy underwriter 

Exception reporting 
and follow-up is a 
key control that can 
alert management 
and underwriters to 
problems before they 
occur. It is likely to be 
a control that needs 
improvement in 
most organisations 
and is doubly 
important at this time 
of looser controls

Underwriting controls: 
soft markets may put 
underwriters under 
pressure to accept 
marginal risk but 
effective controls are 
crucial to help protect 
insurers’ bottom lines
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A Brexit 
trade deal 
is vital for 
the London 
market and 
Europe
It is in all our interests that a comprehensive trade deal is concluded, establishing 
mutual recognition between insurance regulators

Dave Matcham
International 
Underwriting Association

It is fair to say the result of last 
year’s EU referendum came 
as a bit of a shock to the Lon-
don market. Ever since then, 

however, there has been intense 
speculation about what any future 
post-Brexit trading relationship 
might look like and a great deal 
of contingency planning to ensure 
business continuity.

Both the UK government and 
EU negotiators have expressed a 
desire to sign an ambitious free 
trade agreement that minimises 
tariffs and regulatory barriers to 
cross-border business. In the ab-
sence of any such deal the default 
position would be for the UK to 
fall back on its membership of the 

eneral Agreement on ariffs and 
Trade (GATT) and the World Trade 
Organisation. The prospect of 
trading advantages for insurance, 
and financial services generally, 
under the GATT annex is far from 
certain since a “prudential carve-
out” allows regulators to take any 
prudential measures they deem 
necessary to protect policy hold-
ers and ensure financial stability.

Thus, a new trade agreement 
between the UK and EU is by far 
the best outcome to the Brexit 
negotiations. The London Market 
Group (LMG), representing Inter-
national Underwriting Associa-
tion (IUA) companies, Lloyd’s and 

brokers, is pushing strongly for a 
deal that gives specific rights for 
UK-based insurers and reinsurers 
to accept business introduced to 
them by brokers from the EU. At 
the same time, a reciprocal right 
must be offered for E  carriers to 
do business in the London mar-
ket unimpeded by any additional 
capital requirements. The LMG’s 
Brexit Roadmap, published earli-
er this year, also called for regula-
tory equivalence under Solvency 
II to be agreed with prudential 
regulatory regimes remaining 
comparable, so that companies 
can continue to be supervised by 
their home state.

Now, industry representatives 
and government officials are 
working together in a London 
market Brexit taskforce to sup-
port these objectives with detailed 
analysis and proposals. Three 
specific workplans are being 
addressed to ensure 
the UK government 
is well prepared  
for its negotia-
tions with the 
remaining 27  
EU members.

First, a baseline 
scenario is being 
developed to illus-
trate how companies 
currently access the London 
market, the flow of transactions 
between the UK and continental 
Europe and the EU structures and 
regulations they rely upon. The 
precise objectives, criteria and 
priority outcomes for a free trade 

agreement will then be specified. 
Both the business scope and reg-
ulatory scope of a deal need to 
be firmly established. Finally, the 
risks and opportunities of imple-
menting any new agreement are 
being assessed and mechanisms 
identified to manage the gap be-
tween the UK leaving the EU and 
commencing its new relationship 
with the EU.

Elsewhere, the IUA is also help-
ing the government plan for fu-

ture UK trade deals, outside 
the EU, with key London 

market client loca-
tions such as the 
US and Japan. Of-
ficials from Pres-
ident Trump’s 
administration 

have now stated 
they will sign an 

EU/US covered agree-
ment harmonising rules 

dealing with insurance and re-
insurance transactions. This deal 
can be an effective blueprint for a 
UK deal with both the US and oth-
er countries.

A Brexit implementation plan is 
vital to minimise business disrup-

tion – uncertainty over whether 
insurance policies will be en-
forceable is already affecting the 
decisions of insurance clients. 
Many require policies with terms 
of three years and longer, which 
means they already need certain-
ty beyond March 2019, the sched-
uled deadline for Brexit. Even 
renewals for single-year policies 
are only a matter of months away 
and we have seen how this time 
pressure has driven industry de-
cision-makers to reconsider the 
future structure of their organisa-
tions with plans for the creation 
of new subsidiary companies in 
various EU member states.

No single destination has yet 
emerged as a dominant choice 
with firms generally opting for lo-
cations that put them close to their 
customer base and fit in best with 
their existing global structures. 
Yet the negotiating guidelines for 
the remaining 27 EU member 
states insist on a phased approach 
with progress being made on a 
withdraw agreement – providing 
clarity on citizens’ rights and a 
financial settlement  before pro-
ceeding to discussions on the fu-

ture EU/UK relationship. No one, I 
think, is under any illusions about 
the scale of the challenge of reach-
ing a comprehensive new trade 
agreement by March 2019.

What does seem clear is there 
is a very strong incentive on both 
sides of the negotiating table to 
ensure a continued free flow of 
business between the EU and the 
UK. Of the IUA’s 48 member com-
panies, five are headquartered in 
the UK while eight have parent 
companies in Germany. Overall, a 
quarter of the IUA’s membership 
is accounted for by firms with 
head offices in other E  member 
states. We estimate slightly less 
than £6bn ($7.8bn) of business 
was conducted in 2015 by mem-
bers using current financial ser-
vices passporting arrangements 
to write international risks via 
branches in London.

The London market operates as 
a vital European and global insur-
ance hub, providing risk manag-
ers with access to a concentration 
of expertise and capital that is 
simply not available in local mar-
kets. Clearly, it is in all our inter-
ests a comprehensive trade deal 
is concluded, establishing mutual 
recognition between insurance 
regulators. As negotiations begin 
in the coming months it will be 
important for politicians on both 
sides of the table to keep this firm-
ly in mind.n

Dave Matcham is chief 
executive of the International 
Underwriting Association 

A Brexit implementation plan 
is vital to minimise business 
disruption – uncertainty over 
whether insurance policies will 
be enforceable is already affecting 
the decisions of insurance clients

£6bn
Value of business that 
was conducted in 2015 
by IUA members using 
existing passporting 

arrangements to write 
risks via London
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ledged by Berm

uda’s m
inis-

ter of econom
ic developm

ent, E 
G

rant G
ibbons, in his m

inisterial 
statem

ent on February 3, 2017, 
announcing the com

m
encem

ent 
of the adm

inistrative provisions 
of Pipa on D

ecem
ber 2, 2016. The 

m
inister said

 
he creation, staff

-
ing and operations of the com

m
is-

sioner
s offi

ce w
ill be done in a 

m
anner to ensure full com

pliance 
w

ith those requirem
ents.”

Insurers and insurance m
anag-

ers, agents and brokers, in com
-

m
on w

ith all organisations, w
ill 

need to adopt suitable m
easures 

to give eff
ect to their obligations 

and to the rights of individuals set 
out in the act, w

hen the substan-
tive provisions com

e into force.

P
r

e
p

a
r
a

t
io

n
 

t w
ill be diffi

cult to craft m
ea-

sures 
and 

policies 
to 

ensure 
com

pliance 
until 

the 
Privacy 

Com
m

issioner (once appointed) 
has published guidance or the 
m

inister 
of 

econom
ic 

develop-
m

ent has issued a code of con-
duct, but insurers and insurance 
m

anagers, 
agents 

and 
brokers 

should 
be 

fam
iliarising 

them
-

selves w
ith the requirem

ents. 
The act applies to every organ-

isation that uses personal infor-
m

ation 
in 

Berm
uda 

w
here 

the 
personal inform

ation is used w
hol-

ly or partly by autom
ated m

eans 
or form

s or is intended to form
 

part of a structured filing system
.

W
hen 

the 
substantive 

provi-
sions 

com
e 

into 
force, 

organi-
sations 

m
ust 

not 
use 

personal 
inform

ation unless one or m
ore 

of the conditions of s6 of the act 
are m

et.
This section includes a num

ber 
of perm

itted uses of personal in-
form

ation that do not specifically 
require the individual’s consent, 
such use for perform

ance of a 
contract to w

hich the individu-
al is a party. H

ow
ever, assessing 

com
pliance w

ill involve a degree 

of judgm
ent and m

ay be hard to 
determ

ine in som
e cases.

In practice, therefore, organi-
sations are likely to seek to base 
their use of personal inform

ation 
predom

inantly 
on 

the 
satisfac-

tion of condition (1)(a) of s6 of  
the act, w

hich requires obtaining 
the know

ing consent of the indi-
vidual. 

This 
is 

because 
com

pli-
ance can be tested objectively.

The Privacy Com
m

issioner w
ill 

have 
various 

pow
ers 

that 
m

ay 
be used to assist insurers and in-
surance 

m
anagers, 

agents, 
and 

brokers (along w
ith all other or-

ganisations
 in confirm

ing w
hat 

they m
ust do to com

ply. In addi-
tion the m

inister w
ith responsibil-

ity for the act m
ay publish codes 

of practice.
Consequential am

endm
ents to 

other legislation necessary to im
-

plem
ent the act are expected to be 

tabled later this year. n

M
ark Chudleigh is offi

ce m
anaging 

partner and N
ick M

iles and A
lex 

Potts are partners at Sedgw
ick 

Chudleigh in Berm
uda

C
yber risk can

 be th
e straw

 
th

at breaks th
e cam

el’s back
In

 th
is u

n
tested m

arket rein
su

rers m
ay take on

 m
ore risk th

an
 th

ey can
 bear

T
his w

eek saw
 the w

arn-
ing from

 Lloyd’s a global 
cyber attack could cost as 
m

uch as $53bn in claim
s.

The num
ber stole the headlines 

in m
any new

spapers, but cyber on 
its ow

n is unlikely to sink a m
arket 

or re/insurer. W
hat is fore seeable, 

how
ever, 

is 
a 

higher-than- 
expected frequency of significant 
cyber losses could be the straw

 
that broke the cam

el’s back in an 
above-average year of both natu-
ral and m

an-m
ade catastrophes.

W
hile 

regulators 
are 

rightly 
concerned by the new

 exposures 
cyber 

losses, 
perils 

and 
events 

could bring, should they be truly 
seen as potentially catastrophic? 
A

rguably not – it is the frequency 
and scope of these new

 exposures 
that present the true challenge.

It is less likely a single cyber 
event w

ould produce the scale of 
insured loss that w

ould equate 
to 

a 
once-in-a-decade 

catastro-
phe. The insurance m

arket con-
trols its exposure to a single loss  
event that takes place over a long 
period by im

posing tim
e restric-

tions on the losses you can ag-
gregate. 

t also requires a specific  

loss to stem
 from

 a specifi
c cause.

For exam
ple, lots of sim

ilar but 
diff

erent 
legally

 
cyber 

events 
taking place across tw

o m
onths 

are related but they w
ould not 

be considered to be a single ca-
tastrophe. 

his aff
ects the extent 

to w
hich the loss w

ould stay in the 
direct insurance m

arket or fl
ow

 
into reinsurance m

arkets.
The 

m
arket 

has 
borne 

single 

event losses such as the W
orld 

Trade Center attacks and H
urri-

cane K
atrina, w

here insured losses 
exceeded $50bn. It also survived 
larger events such as the 

hoku 
earthquake, w

here the econom
ic 

loss exceeded $300bn.
n 

the 
case 

of 
hoku, 

only 
around 15%

 of that loss w
as in-

sured 
and 

perhaps 
here 

is 
an 

analogy 
w

ith 
today’s 

unquanti-

fiable cyber exposures. 
he key 

question is how
 m

uch of those 
econom

ic losses are insured and, 
in turn, reinsured.

Presently there is no uniform
 

adoption of cyber insurance or 
its usefulness in fully protecting 
businesses for consequential eco-
nom

ic loss. It is therefore prob-
able that in the event of a m

ajor 
cyber event a significant percent-

age of the econom
ic loss w

ould  
be irrecoverable.

he need to off
er responsive 

insurance products for cyber cat 
events is an opportunity for in-
surers and w

ill not go aw
ay as so-

ciety becom
es ever m

ore digitised 
and dependent on the internet as 
the prim

ary m
eans of transacting 

business and com
m

unicating.
Cyber exposure is here to stay 

and w
e w

ill learn from
 the loss 

occurrences that happen to shape 
a w

orkable insurance m
arket. A

 
review

 of the perform
ance of re-

insurance m
arkets in the past 30 

years show
s w

hat often takes peo-
ple by surprise is the m

echanism
s 

by w
hich unforeseen losses fl

ow
.

W
hen the scale of these losses 

is an existential threat disputes 
occur. This is not som

ething w
e 

have 
seen 

for 
som

e 
tim

e. 
The 

cyber insurance m
arket is set to 

grow
 and to face losses. H

ow
 it 

cedes those losses and w
hether in-

terested reinsurers end up biting 
off

 m
ore than they can chew

 in an 
already testing underw

riting year 
is a realistic concern. n

Sim
on K

ilgour is a partner at CM
S

B
rexit h

as ech
oes of th

e Y
2K

 p
an

ic bu
t th

e 
in

su
ran

ce in
du

stry m
u

st still prep
are

Since the Brexit result last year the  
insurance sector has expended a 
great deal of energy planning for 
every possible outcom

e and m
ap-

ping out the corresponding solu-
tions for the U

K
’s eventual exit.

It does not help that som
etim

es 
the insurance sector is not front of 
m

ind in Brexit negotiations. A
n-

drew
 Bailey, chief executive of the 

U
K

’s Financial Conduct A
uthority 

(FCA
), recently said the regulator 

is being excluded from
 som

e of 
the talks at the European Securi-
ties and M

arkets A
uthority (Esm

a).
There are echoes of the Y2K

 
panic at the turn of the century; 

w
e w

ere supposedly staring over 
the precipice at w

hat soothsayers 
predicted 

w
ould 

be 
chaos. 

The 
cost of preparing for the end of 
the w

orld has since been calculat-
ed at around $300bn.

N
onetheless, the sector is still 

preparing 
for 

all 
eventualities 

w
hen it com

es to Brexit and it 
needs to be rem

ain fully alive to 
the w

orst-case scenario. Indeed, 
insurers and other financial insti-
tutions w

ere given until July 14 to 
provide contingency plans for a 
“hard” Brexit. It is w

idely expected 
passporting rights w

ill not be re-
tained, so com

panies have begun 

eyeing 
up 

potential 
post-Brexit 

hubs in locations including Lux-
em

bourg, 
Brussels 

and 
D

ublin. 
Last w

eek, the European Insur-
ance and O

ccupational Pensions 
A

uthority reiterated Esm
a’s com

-
m

ent that financial groups should 
not see this as an opportunity to set  
up shell com

panies side-stepping 
the im

pact of Brexit.
n his fi

rst detailed speech on 
B

rexit 
recently, 

B
ailey 

argued 
B

rexit should not m
ean an end 

to 
open 

fi
nancial 

m
arkets 

and 
should not lim

it the freedom
 of 

fi
rm

s on choice of location. 
n 

the sam
e day, the EU

’s chief ne-

gotiator, M
ichel B

arnier, struck 
an altogether diff

erent tone in 
ruling out both the possibility of 
m

aintaining 
frictionless 

trade 
outside the single m

arket and of 
participation “sector by sector”. 
That is picking out only a single 
day in w

hat has becom
e a daily 

diet of confl
icting m

essages.
It is hoped existing contracts 

that 
have 

long-term
 

liabilities 
beyond im

plem
entation could be 

“grandfathered”, so rights and ob-
ligations w

ould not autom
atically 

expire. 
O

therw
ise 

the 
transfers 

required could take years.
Intensive scrutiny and engage-

m
ent is required across all aff

ect-
ed areas to m

ake sure the sector is 
to continue m

eeting the needs of 
m

illions of custom
ers and m

ain-
taining 

its 
com

pliance 
legally. 

This m
eans exiting the EU

 w
ithout 

a deal is not acceptable, as A
ssoci-

ation of British Insurers director- 
general, H

uw
 Evans, em

phasised 
recently. But w

hile hoping for the 
best, w

e have to prepare for the 
w

orst. D
espite all the uncertainty, 

to w
ait and see is not an option. n

N
igel Teasdale is president of the 

Forum
 of Insurance Law

yers and 
a partner at D

W
F

B
reakin

g p
oin

t: a h
igh

ger 
frequ

en
cy of cyber losses in

 
an

 above-average cat year 
cou

ld th
reaten

 re/in
su
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v

illo
rejo

/Sh
u

ttersto
ck

.co
m

In
su

rers an
d

 in
su

ran
ce m

an
ag

ers, 
ag

en
ts an

d
 b

ro
k

ers w
ill n

eed
 to

 
ad

o
p

t su
itab

le m
easu

res to
 g

iv
e 

eff
ect to

 th
eir o

b
lig

atio
n

s an
d

 to
 

th
e rig

h
ts o

f in
d

iv
id

u
als set o

u
t 

in
 th

e act, w
h

en
 th

e su
b

stan
tiv

e 
p

ro
v

isio
n

s co
m

e in
to

 fo
rce

D
ata protection

: on
e of 

th
e m

ain
 objectives of 

B
erm

u
da’s P

ip
a is to ach

ieve 
a data protection

 adequ
acy 

determ
in

ation
 from

 th
e EU

  
Jo

e P
rach

atree/Sh
u

ttersto
ck

.co
m



Nexus makes first foray into US 
with treaty reinsurance MGA deal
Expansive 
managing 
general agent 
makes third 
acquisition 
within a month

Michael Faulkner
Editor

Specialty managing general 
agent (MGA) Nexus Group 
has entered the treaty re-
insurance market with the 

acquisition of a US-based MGA.
The purchase of the personal 

accident treaty reinsurance MGA 
operated by Lloyd’s coverhold-
er Zon Re is the latest in a string 
of deals by the expansive Nexus 

roup. t is also the first acquisi-
tion by Nexus in the US.

The personal accident MGA, 
which is based in New Jersey,  
will now trade as Nexus Re.

It will continue to be led after 
the acquisition by the existing  
senior management team of  
Brian Harrigan, Kieron Farrelly, 
Chris Holland and Vern Ismen, 
who will become shareholders  
in Nexus.

Zon Re will continue to op-
erate a nationally licensed 
in surance agency under its ex-
isting brand.

The acquisition will increase 
Nexus’s earnings before interest, 
tax, depreciation and amortisa-
tion (Ebitda) by more than $3m 
this year, the group said. 

Colin Thompson, founder and 
executive chairman of Nexus, 
said: “Zon Re’s treaty reinsur-
ance A fits the model of prof-
itable, proven, niche MGAs we 
plan to target with our ‘buy and 
build’ strategy.”

He said the acquisition would 
cement “Nexus’s position as a 
multi-product, multi-class, multi- 
geographic ‘virtual’ insurance 
company”.

“There will be more acquisi-
tions to follow,” Thompson added.

Farrelly, chief executive of  
Nexus Re, said: “Our core team 
and support staff remains intact 
so we can maintain continuity as 
we grow the portfolio with our 
current panel of risk partners.”

The acquisition is the third 
announced by Nexus in the past 
month, following the purchase 
of Equinox Global last week and 
Vectura Underwriting at the end 
of June.

Combined, the three acquisi-
tions will add gross written premi-
ums of £40m ($52.1m) and Ebitda 
of £4m to Nexus Group in 2017.

Nexus is expected to write  
gross written premiums of 
£160m in 2017, with Ebitda in 
excess of £11m.

Last week it emerged Nexus 
had secured £30m in loan facili-
ties to support its acquisitions.

Global reinsurance capital 
rises 2% during first quarter
Global reinsurance capital rose 

 to bn during the first  
quarter of the year, with the 
growth of alternative capital 
outpacing traditional capital, ac-
cording to Aon enfield, writes 
Michael Faulkner.

Alternative capital rose 6% to 
$86bn during the three months 

from the end of 2016, while tra-
ditional capital increased by just  
2% to $519bn. 

he figures do not include re-
cord catastrophe bond issuance 
posted during the second quarter, 
an increase that artemis.bm cal-
culates has put current alterna-
tive capital at or above $90bn.

Aon enfield said reinsurance 
demand remained relatively sta-
ble during the quarter but the 
increase in capital has generated 
excess supply that has led to cost 
savings or enhanced coverage for 
buyers. It also said there has been 
an increased demand for sophis-
ticated capacity in recent months.

First-half nat cat losses 
well below average 
Global natural catastrophe losses 
in the first half of this year were 
$41bn, according to Munich Re, 
writes Michael Faulkner. 

This was less than half the 
$111bn in the same period of 2016 
and the $102bn 10-year average.

nsured losses in the first half 
totalled $19.5bn, lower than  
the previous year’s loss of $32bn  

and the 10-year average of $29bn.
Insured losses as a proportion 

of total losses were higher than 
usual, however, reflecting major 
thunderstorm losses in the US, 
where insurance density is high.

uring the first half of  
there were a total of six severe, 
large-scale thunderstorms, each 
causing billions of dollars of losses.

‘Zon Re’s treaty reinsurance 
MGA fits the model  

of profitable, proven, 
niche MGAs we plan  

to target with our “buy 
and build” strategy’

Colin Thompson 
Nexus

Newark, New Jersey: Nexus’s 
latest acquisition is based in 

the Garden State
Roman Babakin/Shutterstock.com


